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The Principle of Proportionality in Legitimate Defense against Cyber Attacks
Dr. Ahmed bin Ali bin Abdullah Aldibasi
Assistant Professor, Department of Law, College of Sharia and Islamic Studies, Qassim University

aaldibasi@qu.edu.sa

Abstract

This paper discusses the issue of achieving the proportionality concept when using the right of
international self-defense against illegal aggression via cyber-attacks, and this subject is examined in
three main chapters. It is known, according to international laws and customs, that the state has the right
to defend itself by any legitimate means against any illegal armed aggression, so the introductory topic
of this paper explains the concept of international self-defense and clarifies how this concept is beyond
doubt. Then, in the same introductory chapter, the paper demonstrates the concept of proportionality when
using the right of self-defense as well as the clarification of the precise meaning of cyber-attacks, which
may intersect with some similar concepts. The first chapter demonstrates the relationship between cyber-
attacks and the crime of aggression since the latter might be used to harm attacked country in its vital
targets, infrastructure, breach privacy, and/or harm civilians or vital facilities, such as hospitals, care
homes, power or gas stations, etc. In addition to the above, this research clarifies the concepts of
aggression and armed-attack, which may go beyond the common limited-concept of conventional
weapons to include modern weapons, such as electronic weapons by using cyber-attacks. Then, the
second chapter of this paper clarified the state's eligibility of self-defense against these cyber-attacks; as
it falls under the concept of armed aggression. Thus, the attacked state has the right to defend itself in
accordance with the provisions of Article ) of the United Nations' Charter. Finally, the paper
demonstrates the dispute over the issue of applying proportionality to the legitimate defense against
cyber-attacks, as some do not even require it. The paper, hence, emphasizes the importance of applying
proportionality despite the difficulty of implementing it in practice, with the necessity of considering
some important factors that were addressed in this research.

Key Words: Proportionality, cyber-attacks, aggression, legitimate defense, United Nations, armed force
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