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Cyberwar and the possibility of application of human rights rules
Dr. Ali Alhamdan
Assistant Professor International Law Department, Faculty of Law

Damascus University

Many jurists have addressed the legal aspects of cyberwar focusing on the question of the
international law that can be applied to this type of war. These jurists were divided into two categories:
The first one has proposed the application of conventional rules of public international law as well as
international humanitarian law on the operations of cyberwar with the adjustment of these rules to
cyberwar. The second has suggested finding special legal rules for cyberwar. They supposed that the
classic rules usually govern conventional wars cannot be applied to this war due to its heterogeneous
nature usually consists of a set of operations. In the present study, we have proposed a new solution
consisting mainly by the rules of international law of human rights for reasons explained in f the study.
In this circumstance, we have discussed in details these solutions.

Keywords: cyberwar, cyber-attacks, human rights, public international law, international
humanitarian law.
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